ITAMATKA 5 5
JJIA OBYUAROLMXCA Ob THOOPMAIMOHHOU BE3OITACHOCTU AETEU

HEJIb34

1. Becem moapsiz cooOmiaTh CBOKO YacTHYIO HHGOpMaIWio (HacTosue umMsi, (haMuIuio, Teae(oH,
ajipec, HOMep IIKOJIBI, a TaKke (hoTorpaduu CBOH, CBOCH CEMBHU U Ipy3eii);

2. OTKpBIBaTh BIIOKEHHBIC (PAiiIbl DIIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIh OTIPABUTEIIS;
3. I'pyOuTh, npuanpaThCs, OKa3bIBaTh JaBICHHUE - BECTH ce€0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacniopsixaiicst AeHbraMu TBOEH ceMbH 0€3 pa3pellieHus CTaplIuX - BCErla CIpalBai
poaUTENEH;

5. He BcTpeuatica ¢ IHTEpHET-3HAKOMBIMU B PE€ATbHOM JKU3HU - IOCOBETYMCS CO B3POCIBIM,
KOTOpPOMY JI0BEpSiEIlIb.

OCTOPOXHO

1. He Bce numryT npasay. Yuraems o cebe HenpaBay B HTepHETe - coo011M 00 3TOM CBOMM
POIUTENSIM UITU OTIEKYHAM;

2. [lpurnamaiot NepenuchBaThCs, UTPaTh, 0OMEHUBATHLCS - IPOBEPH, HET JIU MOABOXA;
3. HezakonHoe konmpoBanue ¢aiinos B IHTepHETE - BOPOBCTBO;
4. Becerna paccka3sbiBaif B3pOCIIbIM O Mpo0iieMax B CETH - OHHM BCET/1a IOMOTYT;

5. Vcnionb3yit HaCTpOWKM 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATh CBOM AKKAyHTHI B
COLICETAX U JPYTUX MOpTaax.

MOXHO

1. ¥YBaxail Ipyrux nojp30BaTenei;

2. Ilonb3yenibcst IHTEpHET-UCTOUHUKOM - JIeail CCUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0maThes 32 MOMOILBIO B3POCIBIM - POAUTEINHN, ONEKYHbI U aIMUHUCTpAlUs CaiiTOB Bceraa
IIOMOT'YT;

5. IIpoiian oOyuenue Ha caiire "CeTeBHUOK" U MOIYy4H HAcTIOPT HU(POBOTO rpakaaHnHa!
ITpunoxxenne N 2
NHOOPMALIMOHHAS ITAMATKA

JUIA OBYYAIOLIMXCA AJ1A PASMEIEHUA
HA OOUILIMAJIBHBIX MHTEPHET-PECYPCAX



C xax1bIM T'OZIOM MOJIOZEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, A IKOJIBHUKU OJHU U3 CAMBIX
aKTHBHBIX NOJIb30BaTeNel Pynera. Mexay TeM, HOMUMO OFPOMHOI'O KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET U MPOoOJieMbl. DTa maMsTKa JO0JHKHA TIOMOYb Tebe 6e301macHo
HaXOJIUThCS B CETH.

KommnsrorepHbie BUpyChI

KommnbroTrepHslii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOTPaMM, OTJIMYUTEIILHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CLIOCOOHOCTh K pa3MHOXKEHHUI0. B 1ononHenue k aTomy,
BUPYCHI MOTYT ITOBPEIUTH WM TIOJTHOCTHIO YHHUYTOXHTD BCE (hailibl M TaHHBIE,
MIOJIKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHHU KOTOPOro OblIa 3aIlylleHa 3apakeHHas IporpamMmma,
a TaK)Ke MOBPEIUTh WIN JaKE YHHUTOXKHUTH OTIEPAIIMOHHYIO CUCTEMY CO BCeMH (hailimaMu B
1esnoM. B 6onbIIMHCTBE CllyyaeB pacIpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToapl 3aIUTHI OT BPEAOHOCHBIX MMPOTPAMM:

1. VUcnonb3yi COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN YPOBEHD 3aIUThI
OT BPEJIOHOCHBIX IIPOrPaMM;

2. I[loctosiHHO ycTaHaBnuBaii naytu (UG POBIE 3aIUIATKH, KOTOPhIE aBTOMATHUECKH
YCTaHABJIMBAIOTCS C IEJIBIO JOPAOOTKH MPOrPaMMbl) U APyrue OOHOBIICHHS CBOCH
oTepanuoHHo# cucteMbl. CKauMBai X TOIBKO ¢ OPUIMAIBLHOTO caifta pazpadbotunka OC. Ecnu
CYHICCTBYET PCKUM aBTOMATHYCCKOI'O O6HOBJ’I€HI/I$I, BKJIXOYH €TI0,

3. Paboraii Ha cBOEM KOMIIBIOTEPE MO/ NTpaBaMu MOJIb30BaTENs, @ HE aJIMUHUCTpaTOpa. JTO HE
MIO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MIPOTPAMM HHCTAJUTUPOBATHCS HA TBOEM IEPCOHAIBEHOM
KOMIIBIOTEPE;

4. Ucnionb3yii aHTHBUPYCHBIC IPOTPAMMHBIE POTYKTHI U3BECTHBIX IPOU3BOUTEICH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUM JOCTYI K KOMIIBIOTEPY JIJIsl HOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHKWE HOCUTEIN UH(OpMAaLMY, TaKue Kak (iemika, TUcK win (aitn us
HMHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHKOB;

7. He oTKphIBail KOMIbIOTEpHBIE (Daiiiibl, MOJyYEHHbIE U3 HEHAIeKHbBIX UICTOUHUKOB. [laxe Te
(ailsbl, KOTOpPBIE TPUCITAT TBOM 3HAKOMBINA. JIydIlle yToOuHH y HETo, OTIIPABIISIL JIH OH TeOe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BuJI nepeavn JaHHbIX, HE TEXHOJIOTHs, a BCETO JIIIb Open 1, mapka. Emnie B 1991
roJly HUepIaHACKast KomnaHus 3apeructpuponaia openn "WECA", uro o603Haudano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "0ecrpoBoHAs TOYHOCTD'.

Jlo Hamero BpeMeHH JAOoILIa Jipyras abopeBuaTypa, KoTopas sBIIeTCs TAKOU )K€ TEXHOIOTHEH.
D10 a66peBuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTaHJAPT BBICIIICH
3BykoBoi TexHukH Hi-Fi, uTo B nepeBojie 03HayaeT "BbIcOKasi TOYHOCTH'.

Jla, 6ecrutaTHBIA HHTEPHET-IOCTYII B Kade, OTENAX U a3pOIopTax SBJISCTCS OTIIMYHOM
BO3MOKHOCTBIO BBIX0JIa B MHTEpHET. HO MHOTHE 3KCTIEPTHI CYUTAIOT, YTO 00IIen0CTymHbIe Wi-
Fi cetu He saBisAroTCS OE30IIACHBIMU.



CoBeTsl 110 O€30MacHOCTH pabOTHI B 00MIEIOCTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHyto nHGopmaruio yepes odmenoctynusie Wi-Fi cetn. PaGoras B
HUX, J)KEJIaTeIbHO He BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI U KaKUEe-TO HOMEpa;

2. Uctionb3yit 1 0OOHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbI M Opanamayep. Tem caMbIM Th
obe3onacuiib ceds 0T 3aKaYKU BUpPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkimroun ¢pyaknuto "OOmuit goctyn K (daitiaMm u npuHTepam’.
JlanHast GyHKIUS 3aKphITa [0 YMOITYaHHIO, OJTHAKO HEKOTOPHIE MOJIb30BATEN aKTUBUPYIOT €€
JU1s1 y1oOCTBa MCTIONIb30BaHUs B paboTe WiH ydeoe;

4. He ucnions3yit myonuunsiii WI-FI nis nepegadn TUYHBIX JaHHBIX, HATPUMED ISl BRIXOAA B
COLMAJIBHBIC CETH WJIM B DJIEKTPOHHYIO MOUTY;

5. Ucnonp3yii Tonbko 3amuiiennoe coequnenne yepe3s HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoAM uMeHHO "https://";

6. B moOmnsHOM Tenedone otkinoun ¢ynkuuto "llonkmodenne k Wi-Fi aBromatndecku”. He
JOIyCKail aBTOMaTHYEeCKOT0 MOIKITI0YeH s yeTpoiicTa K ceTssM Wi-Fi 6e3 TBoero cornacusi.

ConuaisHbIe CEeTU

ConuasibHble CeTH aKTUBHO BXOJST B Hally )KM3Hb, MHOTHE JIFOJU pa0OTalOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxxe 3apeructpupoBal MUTHAP]] YEIOBEK, UTO SBISETCS OHOM
cebMOM Bcex JKuTesel riaHeTsl. MHOTHE MOJIb30BaTeNId HE MOHUMAIOT, YTO UH(pOopMaIus,
pa3MelleHHast UMHU B COIIMAJIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCII0JIb30BaHa KEM YrOJHO, B
TOM YHCJI€ HE 0053aTENbHO ¢ O1aruMu HaMEepEHUSIMH.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIMAIBHBIX CETAX:

1. Orpannds criucoK Apy3ei. Y TeOs B IPYy3bsiX HE OJDKHO OBITH CITYYaHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3amuiiai CBOO YacTHYIO ku3Hb. He ykaspiBaii mapoisu, TenedoHsbl, aapeca, 1aTy TBOETO
POXICHUS U JPYTyI0 JUUHYIO0 HHPOPMAIHIO. 3ITOYMBIIIIICHHUKH MOTYT MCIIOJIb30BATh J1aXe
MH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTENHN IUIAHUPYETE IPOBECTH KAHUKYJIbI;

3. 3amuiaii CBOI PeIyTaIiIo - ICP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMPOC: XOTeJ ObI THI,
YTOOBI APyTUe MOIB30BATEH BUIEIH, YTO ThI 3arpyxaemib? [logymait, mpexae ueM 4To-To
OITyOJIMKOBATh, HAMUCATh U 3aTPY3UTh;

4. Ecia TeI TroBOpHIIb C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HC HCHOHBSYﬁ CBOC pCAJIbHOC UM U
APYT'YyIO JIMYHYTO I/IH(l)OpMaLII/II/IZ UM, MECTO XHUTCIbCTBA, MCCTO y‘le6H " IIpoYce;

5. N3beraii pasmemenus Gororpaduii B IHTEpHETE, T€ TH N300pa’kKeH Ha MECTHOCTH, 110
KOTOPOM MO>KHO OIPENEIUTh TBOE MECTOIIOJIOKEHNUE;

6. [Ipu peructpanuu B CONMATLHON CETH HEOOXOIUMO UCIIOJIb30BATh CIIOKHBIE TTAPOITH,
cocrosimue U3 OykB ¥ U U ¢ KOJIMUECTBOM 3HAKOB HE MEHee §;



7. Jns conanbHOM CeTH, MOYTHI M IPYTUX CAWTOB HEOOXOAMMO UCIIOIB30BATh Pa3HbIE MApOJIH.
Toraa ecau Te6s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a
HE BO BCE cpasy.

9J'IGKTpOHHLIe JACHBI'

9HeKTp0HHBI€ JCHBI'N - 3TO OYCHb y,I[O6HBIﬁ croco0 HJ'IaTe)KefI, OJJHAKO CYHICCTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT MOJYUYUTH 3TU ACHBI'U.

DIIEKTPOHHBIE IEHBI'U MOSBUINCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax 710 CUX IOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr (yHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IJI€ X Pa3/IesaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE Y HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peuiaeTcsi MpOBOIUTH Olepanuu 6e3 uAeHTU(UKAIUY [T0JIb30BaTeNs, a B
HEaHOHUMHBIX UICHTHU(PHUKAINS TOJIB30BATEINs ABISETCA 0053aTEIbHOM.

Taxoke criefyeT pa3ndarh 3J€KTPOHHbIE (pUaTHBIE A€HBI'H (PaBHBI TOCYAApCTBEHHBIM BaJIIOTaM)
Y DJICKTPOHHBIE He(UATHBIE JICHFIH (HE paBHBI TOCYIaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 110 0€30M1aCHOI paboTe € INEKTPOHHBIMU AEHbIAMHU:

1. IlpuBsixku K c4eTy MOOUIIBHBIN TenedoH. ITo caMblif yIOOHBII U OBICTPBIN CIOCOO
BOCCTAHOBHUTD JOCTYII K cueTy. [IpuBsizaHHbIN TenedOH MOMOXKET, €Clid 3a0yIeIIb CBOM
IJIATEKHBIN MMAPOJIb WM 3aie1Ib HAa CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit oqHopasoBbie mapoiu. [locie nepexona Ha yCUIICHHYIO aBTOPU3AIIMIO Te0e yxe
He OyJIeT yrpokaTh OMACHOCTh KPa)kHl WJIM MepeXBaTa IIaTeKHOTO MapoJis;

3. Beibepu cioxHbIi mapois. [IpectynHukam OyneT He IpOoCTO yraaaTh CIOKHBIA Mapoib.
HanexHble mapoiu - 3To napoJiu, KOTOpble COJepkKAT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK J0JuIapa,
¢byHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JaHHBIE HAa caliTaX, KOTOPHIM HE J0BEPSEIIb.
DJIEKTpOHHAA 1MoYTa
DneKTpOHHAs MoYTa - 3TO TEXHOJIOTHSI U MIPEIOCTABIISIEMbIE €10 YCIIYTH IO MEePECHUIKE U

MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEICNIIIOTCS B KOMIIBIOTEPHO CETH.
OOBIYHO JIEKTPOHHBIN MOYTOBBIA MUK BHITISIUAT CICIYIOITUM 00pa3oM:


https://ads.adfox.ru/309777/goLink?ad-session-id=2141981608705340018&hash=1bab320b386c5578&sj=bOpsb36voepXajlXxYtGo5yYo4GSVLrT1SpKuyUN1_m1dF5LpoxsOTzPlcI%3D&rand=jpjqsnm&rqs=AAAAAAAAAAAK5OJfkVj2f-1LFsYIjm-S&pr=nldrfjo&p1=cltbv&ytt=20340994476053&p5=ihoph&ybv=0.2085&p2=gxbi&ylv=0.2086&pf=https%3A%2F%2Flogin.consultant.ru%2Fdemo-access%2F%3Futm_campaign%3Ddemo_access%26utm_source%3Drulawsru%26utm_medium%3Dbanner%26utm_content%3Dregistration%26utm_term%3Dinsidetext

UMS_TI0JIb30BATENA(@UMs_JToMeHa. Taxoke KpoMme nepeiaud IpocTOro TeKCTa, MMeeTcs
BO3MOXXHOCTh NepeiaBaTh (Qailibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ ANEKTPOHHON MTOUTOM:
1. Hazto BbIOpaTh mpaBUIIBHBIN MMOYTOBEIN cepBHC. B MHTEpHETE €CTh OrPOMHBII BEIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSATh TEM, KOI'O 3HA€lllb U KTO MEPBbIil B

pEUTHHrE;

2. He yka3bIBaii B TMYHO# mouTe JIMYHYyI0 HHpopManuio. Hanpumep, nydrne BoIOpaTh
"My3bIKaJIbHBIN (haHaT@" wim "pokx2013" BmecTo "Temal3";

3. Ucnonp3y#l IByX3TaIlHYIO aBTOPU3aLMI0. DTO KOrJa MIOMUMO MapoJisi HyKHO BBOJIUTH KO/,
pucbUIaeMbii o SMS;

4. BeiGepu ci10>kHBIN Naposib. [1Jis KaX10ro MoYTOBOTO SIIMKA J0JKEH ObITh CBOI HaJIeKHBIH,
YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecim ecTh BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMUHBIN BOIPOC, UCIIOJIB3YH OTY
BO3MOKHOCTB;

6. Mcnosb3yit HECKOJIBKO MOYTOBBIX SINMKOB. [IepBbIi 1151 4aCTHOM NMEPENHUCKHU C aJpecaTaMu,
KOTOPBIM Thl JOBEPSAEIL. DTO AIEKTPOHHBIN aJipec HE HAaJI0 UCII0JIb30BATh IPU PETUCTPALIMU HA

dhopymax u caitTax;

7. He oTkphIBait (haliel U Ipyrue BIOKEHHS B TUChMAX, 1a)Ke €CJIM OHM MPHUIIUTA OT TBOMX
npysei. Jlydie yTouHu y HUX, OTIIPABIISUIH JTH OHU TeOe 3TH (haiiibl;

8. [Tociie okoHUaHUS paOOTHI Ha TOYTOBOM CEPBHCE MEPEI 3aKPHITUEM BKIIAJIKU C CATOM HE
3a0yap HaXXaTh HA "BeiidTu".

KubepOymnuHr uiu BUPTyaIbHOE U3EBATEIBCTBO

KubepOymnuar - nmpecienoBaHue COOOUICHUIMH, COIEPIKAIIUMHU OCKOPOJICHHS, aTPECCHIO,
3aIllyTMBaHKE; XyJUTaHCTBO; COIUATBHOE OOHKOTUPOBAHHUE C TIOMOIIBIO PAa3IMYHBIX HHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KUOEPOYIITUHIOM:

1. He Gpocaiics B 60#. JIyumuii cnoco0: mocoBeToBaThCs Kak ce0sl BECTH U, €CJIM HET TOTO, K
KOMY MOKHO 06paTI/ITBC$I, TO BHA4YaJIC YCIIOKOUTHCH. Ecnm TBI HaYHEeNTb OTBEYATH
OCKOPOJIEHHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO elle OOoJIbIle pa30XiKellb KOH(IUKT;

2. YupaBnsii cBoel kubeppenyraluei;

3. AHOHMMHOCTb B ceTd MHMMas. CylIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 33 @aHOHUMHBIM
aKKayHTOM;

4. He cTrouT BecTH XyJIUTaHCKUN 00pa3 BUPTyalbHOM kHU3HU. IHTepHET UKCUpPYET BCE TBOU
NENCTBUS U COXpaHsIeT UX. Y JaIuTh Ux OyneT KpailHe 3aTpyIHUTENIbHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;



6. Urnopupyii enMHN4HbIH HeratuB. OJHOpa30Bble OCKOPOUTENIbHBIE COOOIICHNUS JTyYllle
urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcsl Ha Ha4aJlbHOM CTauu;

7. ban arpeccopa. B nmporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COLIMATTBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUH C ONPEIEICHHBIX apecOB;

8. Ecnu TwI cBUieTENb KHOCPOYIUTHHTA. TBOM ACUCTBUS: BRICTYIIUTD IPOTHB MTPECIIeI0BATEN s,
MOKa3aTh €My, YTO €T0 JICHCTBUS OIICHUBAIOTCS HETATUBHO, MOIJIEPKATh JKEPTBY, KOTOPOU
HY)KHA [ICUXO0JIOTUYECKAsl TOMOIIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TIOBEICHHUS B
CeTH.

MoOunbHbIH TenedoH

CoBpemenHble cMapT(HOHBI U TIAHIIETHI COAECPkKAT B ce0e BIOJTHE B3POCIBIA (YHKIIMOHAT, U
TENepbh OHU MOTYT KOHKYPHUPOBATh CO CTAITMOHAPHBIMU KOMITbIOTepamMu. OHAKO, CPEICTB
3aIIUTHI U1 TOJ00HBIX YCTPOMCTB MOKA OUYEHBb Masio. TecTupOBaHKE U TIOUCK YSI3BUMOCTEH B
HUX IPOMCXOTUT HE TaK MHTCHCUBHO, Kak s [1K, To e camoe kacaeTcss 1 MOOMITBHBIX

MIPUIIOKEHUN.

CoBpeMeHHbIE MOOMITbHBIE Opay3ephl y)Ke MPaKTUUECKH TIOTHAIU HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupenue GyHKIIMOHAIA BICUET 32 COOOM OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

I[aJICKO HC BCC IMPOU3BOJUTECIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKpPBIBAIOIINEC KPUTHUYCCKHUEC
YA3BUMOCTH JIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JJIA 0€301acHOCTH MOOMIILHOI'O TCJ'IG(bOHaZ

Huuero He sBisieTcst mo-HacToseMy OecrmaTHeIM. byb ocTopo)keH, Beb Korja Teoe
MpeaIaraloT OecIuIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCITYTH,

Jymaii, mpexnae yem otnpaButb SMS, ¢hoTo minu Buaeo. Tl TOUHO 3HACIIB, T OHU OYAYT B
KOHEYHOM HUTOre?

Heo6xon1uMo 0OHOBIISATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI I MOOMIIBHBIX TeIe(hOHOB;

He 3ar py>KaI71 IMPUIIOKCHUA OT HCU3BCCTHOTO UCTOYHHKA, BEAb OHU MOT'YT COACPIKATDH
BPCAOHOCHOC ITPOrpaMMHOC 06CCHC‘ICHI/I€;

[locne Toro Kax ThI BBIHEIIb C CaiiTa, IJ1€ BBOAWI JIUUHYIO HHPOPMAIUIO, 32l B HACTPOUKH
Opayzepa u ynanu cookies;

Hepnom&qecm/l HpOBepHﬁ, KaKHMC IINTaTHBIC YCIYI' aKTUBUPOBAHBI HA TBOEM HOMEPC;

JlaBaii cBOi HOMEP MOOUIILHOTO TeIe(OHA TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACITH U KOMY
JIOBEPSICIIb;

Bluetooth momxen ObITH BBIKIIIOUEH, KOTJa T KM HE ToNb3yelibes. He 3a0piBail nHoT 12
MPOBEPSITH ITO.

Online urpsr



CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPAaCOUHBIE, 3aXBaThIBAIOIINE pPa3BIeUeHUsI, 00bEIUHSIONINE
COTHH THICSAY YEJIOBEK MO BceMy Mupy. Urpoku uccienytor JaHHbIH UM MHp, OOIIAIOTCS IPYT ©
JPYTOM, BBIIIOJIHSAIOT 3a/1aHHUs, CPAXKalOTCsl C MOHCTPAMHU U IIOJIY4aroT ONBIT. 32 YI0BOJILCTBUE
OHU IIATAT: NOKYNAKT JTUCK, OIUIAYMBAIOT ADOHEMEHT WM IPHOOPETAOT KAKHE-TO OILUH.
Bce aTH cpeacTBa uyT Ha NOJAEpKAHUE U Pa3BUTHE UIPbI, a TAKXKE Ha caMy 0€30I1aCHOCTD:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCSI HOBBIE MaT4X (LIM(POBbIE 3arIaTKU
JUISI IPOTPaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO[[O6HI>IX HUrpax CTOUT OImaCcaTbCA HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KpPaXHu TBOCTO
I1apoJisi, Ha KOTOPOM OCHOBAHa CHUCTECMaA aBTOPU3alU OOJBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciiu npyroit urpok Bezet cedst mIoXo Wik co3aeT Tede HEMPUATHOCTH, 3a0JIOKUpPYil ero B
CIHCKE UTPOKOB;

2. HO)K&JIYI‘/’ICSI AJIMUHHUCTPATOpAM UI'PbI HA IJIOXOC IMOBCACHUC 3TOI0 UTPOKA, KCJIATCIIbHO
IIPHUIIOKUTH KaKUC-TO JOKA3aTCIILCTBA B BUJC CKPHUHOB,

3. He yka3piBaii TnuHyI0 HHPOpPMALUIO B TIpodaiisie Urpsr,
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HeOpHUIMAIbHBIEC TATYH U MOJIBI;

6. Mcnonb3yi CIOXKHBIE U pa3HbIE MMAPOIIH;

7. Jaxxe BO BpeMst UTPBI HE CTOUT OTKJIIOYATh aHTHBUpYC. [10Ka ThI Urpaerib, TBOM KOMIIBIOTED
MOT'YT 3apa3HTh.

DUIIMHT UIH Kpaxa JUYHBIX JaHHbIX

OOBIYHOM Kpaskel JeHeT U JOKYMEHTOB CEroJHs YK€ HUKOIO He YIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JTI0YMBIITUICHHUKU MTEPEMECTUITUCH B UHTEPHET, U MPOI0HKAIOT
3aHUMATHCS "ITIOOUMBIM" IEJIOM.

Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUILIUHT, TIaBHAS [IEJIb KOTOPOTO
COCTOMT B IMOJIY9CHUN KOH(MUICHIINATBHBIX JAHHBIX MTOJI30BATENCH - JIOTHHOB U maposieid. Ha
AHTJIMCKOM si3bIKe phishing yntaeTcs kak ¢ummHr (ot fishing - peibHas noBms, password -
apoJib).

OcHOBHBIE COBETHI 0 60pHOE ¢ HUIIUHTOM:
1. Cnenu 3a cBoMM akkayHTOM. Eciiu ThI mo103peBaelb, 4YTo TBOSI aHKETa ObL1a B3JIOMaHa, TO
HEe00X0IMMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO

CKOpEe;

2. HCHOHBZ%Yﬁ Oe3o0macHble Be6'CaﬁTLI, B TOM 4YHUCJIC, HHTCPHCT-MAra3mHOB U IIOUCKOBBIX CUCTCM;



3. I/ICHOHB3yI>'I CJIOKHBIC U PA3HLIC ITapOJIn. Takum 06p830M, ecliu Te0s B3JI0MAaroT, TO
3JIOYMBINIJICHHUKH ITOJIYy4YaT JOCTYII TOJBKO K O/JTHOMY TBOEMY HpO(bI/IJ'IIO B C€TH, 4 HC KO BCEM,

4. Ecnu Tebs B310Malu, TO HEOOXOAMMO NPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
no06aBiieHbl y TeO0s B IpY3bsX, O TOM, UTO T€0s B3JI0MaJIM U, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchlIaThCs CTIaM U CCbUIKU Ha (PUIIMHTOBBIE CalThI;

5. YcranoBu HanexHslid napois (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII04YM COXpaHEHUE MMapoJisi B Opaysepe;

7. He oTkpbiBaii (aiiniel U Apyrue BIOKEHUS B MUChbMAaX, Ta)Ke €CIIM OHU MPUIIUTA OT TBOUX
npy3eit. Jlydine yTouyHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (aiibl.

udposas penyranus

Hudposas penyramnus - 5T0 HeTaTUBHASI WM MO3UTHBHAS HH(OpMAIus B ceTH 0 Tede.
Kommpomerupytomias napopmalys, pa3MenieHHasi B MHTEPHETE, MOKET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM xu3HU. "Ludposas penyranus" - 3T0 TBOW UMUK, KOTOPBIN
dhopmupyetcs n3 HHGOPMAIMK O TeOe B UHTEPHETE.

TBOE MeCTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa 1
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue nopoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJMKAIIUHN JTMYHOW HHPOpPMALIUU B
WuTepHere, He MOHMMas BO3MOKHBIX MOCIeACTBUNA. Thl Jajke HE CMOXKeEIllb J0ralaThCsl O TOM,
yTo (poTorpadusi, pazMerieHHas 5 1eT Hazal, cTajla IPUUYMHON OTKa3a MPUHATH Te0s Ha padoTy.

KomMmenTapuu, pazmenienue TBoux ¢ororpaduil U Ipyrue 1eicTBUsS MOTYT HE UCUE3HYTh IaXKe
MOCJI€ TOT0, KaK Thl UX yJAJUIIb. Thl HE 3HACIb, KTO COXpPaHWI 3Ty HH(POPMAIIHIO, TIOTala JIU
OHa B MTOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tehe
OKPYKAFOIIIHE IO, KOTOPhIC HAWIYT M YBUIAT 3T0. HaliTi mHQpOpMAIII0 MHOTO JIET CITyCTS
CMOKET JIF00011 - Kak U3 100phIX TOOYKACHH, TaK U C HAMEPEHUEM IPUIHHHUTD Bpea. DTO
MOXeET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(POBON PEITyTALINH:

1. [lomymaii, mpesx/ie 4eM 4To-To MyOIMKOBATh U MEpeIaBaTh y ce0si B OJIOTE WIH B COIMATLHOM
ceTy,;

2. B HacTpotikax nmpo¢uisi ycTaHOBU OTPAHUYEHUS HA POCMOTP TBOETO MPO(HIIS U ero
COJIEP’)KUMOT0, ClIeJail ero TOJbKO "miid apy3en';

3. He pa3memaii 1 He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-TH00 OCKOPOIATh UITU
00MKaTh.

ABTOpCKOE IIPaBo
CoBpeMeHHBIE MKOJIBHUKY - aKTUBHBIE TIOJIB30BaTENN ITU(GPOBOTO IpocTpancTBa. OIHAKO

JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHNE MHOTMMHU BO3MOXKHOCTSAMU 1M (poBOro mupa tpedyer
COOJTIO/ICHUS TTPaB HAa MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.



TepmuH "HHTEIIEKTYyalbHAsi COOCTBEHHOCTh" OTHOCUTCS K pa3iIMYHBIM TBOPEHUSIM
9eJI0BEYECKOr0 yMa, HAYMHAS C HOBBIX N300pEeTEeHHUH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha MPOIYKTHI U YCIYTH, ¥ 3aKaHUMBasi KHUramu, potorpadusimu, KuHOGUIBMAMU U
MY3bIKaJIbHBIMH TIPOU3BEICHUSMH.

ABTOpCKHE ITpaBa - 3TO IPpaBa Ha NHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypsl U UCKyCcCTBAa. ABTOPCKHE IIPaBa BBICTYNAIOT B KAYE€CTBE FApaHTUH TOT'O, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKHM TPy aBTOpa HE OyJeT HallpacHbIM, 1acT €My CIpaBeIJIuBbIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3yiabTaTax CBOETO TPY/a, MOJIYUYUTh U3BECTHOCTh M MPU3HAHUE.
Huxkro Oe3 pa3pernieHus aBTopa HE MOXKET BOCIIPOU3BOJAUTH €T0 MPOU3BEACHHE, PACIIPOCTPAHSITD,
MyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, IMIIOPTUPOBATH, ITYCKaTh B IIPOKAT, MyOIHMYHO
UCIIOJIHATH, MTOKA3bIBATH/UCIIONHATH B AdUpe WM pa3MeniaTh B MIHTepHeTe.

Hcnonp3zoBanue "mupaTckoro” mporpaMMHOI0 00€CeueHus: MOKET IPUBECTU K MHOTUM
pHCKaM: OT IOTEPHU JAAHHBIX K TBOMM aKKayHTaM 10 OJOKMPOBKH TBOETO YCTPOMCTBA, e
yCTaHOBJIEHA HeJlerajabHas nporpamma. He cTout Taxxke 3a0bIBaTh, YTO CYLLIECTBYIOT JIEraJIbHbIE
u OecrutaTHbIe MPOrpaMMBbl, KOTOPbIE MOKHO HalTH B CETH.

O noprane

CeteBU4OK.p( - TBOI TJIaBHBIN COBETYHK B CETU. 3/1ECH Thl MOXKEIIb Y3HATH O 0€30MaCHOCTH B
CETHU MOHSITHBIM U JOCTYITHBIM SI3bIKOM, a IIPU BO3HUKHOBEHUU KPUTUUYECKON CUTYyAITUN
0o0paTUThCA 32 COBETOM. A TakKe MPHUHSTH y4acTHe B KOHKYpCax U CTaTh CaMbIM LHHU(POBBIM
rpakJlaHUHOM !



